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global nat

nat/global
PIX

PIX
/ TCP/UDP




conduit

static IP
P : static




ASA conduit




< static

static IP P
Internet |P
IP static nat global
show static PIX
static

nameif

static conduit
PIX

DMZ



< conduit

conduit PIX
TCP UDP
conduit
HTTP
static IP
10.0.1.10 192.168.1.101 conduit
10.0.1.10
192.168.1.101 HTTP
6-1 static conduit
HTTP

static (inside,outside) 192.168.1.101 10.0.1.10
netmask 255.255.255.255

conduit permit tcp any eq www host 172.16.1.1



conduit

conduit permit | deny protocol global_ip global _mask
[operator port [port]] foreign_ip foreign_mask
loperator port [port]]

permit
deny
protocol
glo gal_ip global static

global mask global ip
foreign_Ip global Ip P

foreign_mask foreign_Ip



operator

¥ conduit permit
tcp any any
* e eq ftp
FTP conduit deny tcp host 192.168.1.1 eq
ftp 209.165.201.1
5 It
It 1025 1 1024
conduit permit tcp host 192.168.1.1 It 1025 any
*
gt
gt 42 43 65535 conduit

deny udp host 192.168.1.1 gt 42 host 209.165.201.2

* ‘neq”
neq 10 | 9N aF6 5580
conduit deny tcp host 192.168.1.1 neq 10 host 209.165.201.2
neq 42

* ‘range”
“range 10 1024” 10 1024
conduit deny tcp any range 10 1024 any



port global ip foreign _Ip

icmp_type ICMP 0 echo-
reply 3 unreachable 4 source-
guench
ICMP

ICMP condult permit icmp any

any ICMP



conduit
telnet

6-2
static

static (inside,outside) 192.168.1.101 10.0.1.10 netmask
255.255.255.255

conduit permit tcp host 192.168.1.101 eq www telnet host
172.16.1.1

IP 172.16.1.1 IP
192.168.1.101 PIX
IP 10.0.1.10
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PAT

PAT NAT —
global P
10.0.0.0
192.168.0.15
1024 . 6-4

Ip address (inside) 10.0.0.1 255.255.255.0
Ip address (outside) 192.168.0.2 255.255.255.0
route (outside) 0.0.0.0 0.0.0.0 192.168.0.1

global (outside) 1 192.168.0.15 netmask
255.255.255.0

nat (inside) 1 10.0.0.0 255.0.0.0



PAT

*PAT NAT S
PAT NAT
IP 192.168.0.1
192.168.0.9 NAT
PIX PAT
192.168.0.10

global (outside) 1 192.168.0.1-192.168.0.9 netmask
255.255.255.0

global (outside) 1 192.168.0.10 netmask
255.255.255.0

nat (inside) 1 0.0.0.0 0.0.0.0
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nat O

Internet
HTTP SMTP
Internet
PIX
|P
IP
nat O |P
InterNIC |P
nat O
Internet |IP
nat O nat O

conduit



6-5 IP 192.168.1.9

DMZ HTTP P nat
DMZ O PIX HTTP
P conduit PIX
P 192.168.1.9 80

conduit permit tcp host 192.168.1.9 eq www any
nat (DMZ) 0 192.168.1.9 255.255.255.255

nat |P 192.168.1.9
PIX

conduit 192.168.1.9
WWW



FIXUP
fixup

PIX

PIX

21
80

PIX

RSH

P
RFC 1700
FTP

HTTP

fixup
TCP UDP
25 SMTP



fixup
orotocol ftp [port]
orotocol http [port [-port]]
orotocol h323 [port [-port]]
orotocol rsh [514]
orotocol smtp [port [-port]]
orotocol sqglnet [port [-port]]

fixu
fixu
fixu
fixu
fixu
fixu

O O 0O O O O
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*Inter Internet Video Phone;

*Microsoft Netmeeting( H.323 );
*RealNetworks RealAudio RealVideo;
*Xing Stream Works;

*VDOnet VDOLIve;

*White Pines Meeting Point
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6-6 PIX

nameif ethernetO outside secO
nameif ethernetl inside sec100
nameif ethernet2 dmz sec50
nameif ethernet3 partnernet sec20
Interface ethernetO auto

Interface ethernetl auto

Interface ethernet2 auto

Interface ethernet3 auto

D aC

Ip ao

D aC

Ip ao

C

C
C
C

ress outside 192.168.0.2 255.255.255.0
ress inside 10.0.0.1 255.255.255.0
ressdmz 172.16.0.1 255.255.255.0

ress partnernet 172.26.26.1 255.255.255.0



nat (inside) 1 10.0.0.0 255.255.255.0

global (outside)1 192.168.0.15-192.168.0.254
netmask 255.255.255.0

global (dmz)1 172.16.0.10-172.16.0.254
netmask 255.255.255.0

static (dmz,outside)192.168.0.11 172.16.0.2

conduit permit tcp host 192.168.0.11 eq http
any
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outside

nat
global
P

static conduit

static conduit access-list

zhoong

route

clear xlate

NAT



name
name PIX

names name
names
name ip_address name

name
Ip_address P

name |P
9 name
16 “name”

16

IP
P

|P PIX
NO hames PIX

a z A Z O



